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Lab - Using Wireshark to View Network Traffic

Topology

Internet

Objectives
Part 1: (Optional) Download and Install Wireshark
Part 2: Capture and Analyze Local ICMP Data in Wireshark
e Start and stop data capture of ping traffic to local hosts.
e Locate the IP and MAC address information in captured PDUs.
Part 3: Capture and Analyze Remote ICMP Data in Wireshark
e Start and stop data capture of ping traffic to remote hosts.
e Locate the IP and MAC address information in captured PDUs.
e Explain why MAC addresses for remote hosts are different than the MAC addresses of local hosts.

Background / Scenario

Wireshark is a software protocol analyzer, or "packet sniffer" application, used for network troubleshooting,
analysis, software and protocol development, and education. As data streams travel back and forth over the
network, the sniffer "captures" each protocol data unit (PDU) and can decode and analyze its content
according to the appropriate RFC or other specifications.

Wireshark is a useful tool for anyone working with networks and can be used with most labs in the CCNA
courses for data analysis and troubleshooting. This lab provides instructions for downloading and installing
Wireshark, although it may already be installed. In this lab, you will use Wireshark to capture ICMP data
packet IP addresses and Ethernet frame MAC addresses.
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Lab - Using Wireshark to View Network Traffic

Required Resources

e 1PC (Windows 7, Vista, or XP with Internet access)

e Additional PC(s) on a local-area network (LAN) will be used to reply to ping requests.

Part 1: (Optional) Download and Install Wireshark

Wireshark has become the industry standard packet-sniffer program used by network engineers. This open
source software is available for many different operating systems, including Windows, Mac, and Linux. In Part
1 of this lab, you will download and install the Wireshark software program on your PC.

Note: If Wireshark is already installed on your PC, you can skip Part 1 and go directly to Part 2. If Wireshark
is not installed on your PC, check with your instructor about your academy’s software download policy.

Step 1: Download Wireshark.

a. Wireshark can be downloaded from www.wireshark.org.
b. Click Download Wireshark.

Wl R E S H ARK the world's foremost network protocol analyzer
Wireshark Get Help Develop [Cioic canmaen IR
Download Wireshark Learn Wireshark Enhance Wireshark
Get Started Now Resouwrces and Documentation Riverbed Technology
News and Events & W Wireshark Blog L] Enhance Wireshark
R Ll R

c. Choose the software version you need based on your PC’s architecture and operating system. For
instance, if you have a 64-bit PC running Windows, choose Windows Installer (64-bit).

Download Wireshark

Get Wireshark

The current stable release of Wireshark is 1.8.3. It supersedes zll previous releases, including all
releases of Ethereal. You can also download the latest development release (1.8.0rc2) and
documentation.

2+ Windows Installer (64-bit)
Windows Installer (32-bit)

Windows U3 (32-bit)

Windows PortableApps (32-bit)

OS X 10.6 and later Irtel 64-bit .dmg
0S X 10.5 and later Irtel 32-bit .dmg
0S X 10.5 and later PPC 32-bit .dmg
Source Code

» Old Stable Release (1.0.11)

» Development Release (1.8.0rc2)

Having problems? Explore our download area or look in our third party package list below
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After making a selection, the download should start. The location of the downloaded file depends on the

browser and operating system that you use. For Windows users, the default location is the Downloads
folder.

Step 2: Install Wireshark.

a. The downloaded file is named Wireshark-win64-x.x.x.exe, where x represents the version number.
Double-click the file to start the installation process.

b. Respond to any security messages that may display on your screen. If you already have a copy of
Wireshark on your PC, you will be prompted to uninstall the old version before installing the new version.
It is recommended that you remove the old version of Wireshark prior to installing another version. Click
Yes to uninstall the previous version of Wireshark.

I

Wireshark 1.8.3 (64-bit) Setup 22

o Wireshark 1.4.6 is already installed.

Would you like to uninstall it first?

No J [ Cancel

c. Ifthisis the first time to install Wireshark, or after you have completed the uninstall process, you will
navigate to the Wireshark Setup wizard. Click Next.

Wireshark 1.8.3 (64-bit) Setup o | @ | =

Welcome to the Wireshark 1.8.3
(64-bit) Setup Wizard

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Next’ to continue.
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d. Continue advancing through the installation process. Click | Agree when the License Agreement window

displays.
M@ Wireshark 1.8.3 (64-bit) Setup (e ®@][=
License Agreement
Please review the license terms before installing Wireshark 1.8.3 (64-bit). i

Press Page Down to see the rest of the agreement.

This text consists of three parts: -

Part I: Some remarks regarding the license given in —
Part II: The actual license that covers Wireshark.
Part III: Other applicable licenses.

When in doubt: Part II/II is the legally binding part, Part I is just
there to make it easier for people that are not familiar with the GPLv2.

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Wireshark 1.8.3 (64-bit).

<Bad(ElAg'eeD Cancel
——ait®

e. Keep the default settings on the Choose Components window and click Next.

W@ Wireshark 1.83 (64-bit) Setup (] ®@|[=®]
Choose Components
Choose which features of Wireshark 1.8.3 (64-bit) you want to install. i

The following components are available for installation.

Select components to install: . [¥] Wireshark
-[¥] TShark
@#-[v] Plugins [ Extensions
-[¥] Tools
[¥] user's Guide

Descrioh
Space required: 102.4MB SSiton S OUrT

< Back Next > Cancel
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f.  Choose your desired shortcut options and click Next.

W@ Wireshark 18.3 (64-bit) Setup (ol ® =]
Select Additional Tasks
Which additional tasks should be done? i

[V]start Menu Item

[ |Desktop Icon
(] Quick Launch Icon

File Extensions
[V] Associate trace fie extensions to Wireshark (Svw, acp, apc, atc, bfr,
cap, enc, erf, fdc, pcap, pcapng, pkt, snoop, syc, tpe, tri, trace, trc, wpc, wpz,

< Back Next > Cancel
e

g. You can change the installation location of Wireshark, but unless you have limited disk space, it is

recommended that you keep the default location.

Wl Wireshark 1.8.3 (64-bit) Setup e e =
Choose Install Location
Choose the folder in which to install Wireshark 1.8.3 (64-bit). i

Choose a directory in which to install Wireshark.

Destination Folder

Space required: 102.4VB
Space available: 81.5GB
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h. To capture live network data, WinPcap must be installed on your PC. If WinPcap is already installed on
your PC, the Install check box will be unchecked. If your installed version of WinPcap is older than the
version that comes with Wireshark, it is recommend that you allow the newer version to be installed by

clicking the Install WinPcap x.x.x (version number) check box.

i. Finish the WinPcap Setup Wizard if installing WinPcap.

W@l Wireshark 1.8.3 (64-bit) Setup = oy
Install WinPcap?
WinPcap is required to capture live network data. Should WinPcap be installed? i
Currently installed WinPcap version
WinPcap 4.1.2

thstall
[ | Install WinPcap 4.1.2
sctadnthettiTently installed WinPcap 4. 1.2 will be uninstalled first.

Whatis WinPcap? |

.
[ <gack T mstal J [ concel |
—

j-  Wireshark starts installing its files and a separate window displays with the status of the installation. Click

Next when the installation is complete.

@) Wireshark 1.8.3 (64-bit) Setup o] @] =
Installation Complete
Setup was completed successfully. i
Completed
e —_—

Output folder: C:\Program Files\Wireshark
Extract: capinfos.exe
Extract: capinfos.html
Output folder: C:\Program Files\Wireshark
Extract: rawshark.exe
Extract: rawshark.html
Qutput folder: C:\Program Files\Wireshark
Extract: user-guide.chm
Completed =

fa
N
g
v
\/
(@]
L
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k. Click Finish to complete the Wireshark install process.

uWiresharkl.BS (64-bit) Setup |£ = | &3

Completing the Wireshark 1.8.3
(64-bit) Setup Wizard

Wireshark 1.8.3 (64-bit) has been installed on your
computer,

Click Finish to dose this wizard.

Run Wireshark 1.8.3 (64-bit)

Show News

Part 2: Capture and Analyze Local ICMP Data in Wireshark

In Part 2 of this lab, you will ping another PC on the LAN and capture ICMP requests and replies in
Wireshark. You will also look inside the frames captured for specific information. This analysis should help to
clarify how packet headers are used to transport data to their destination.

Step 1: Retrieve your PC’s interface addresses.

For this lab, you will need to retrieve your PC’s IP address and its network interface card (NIC) physical
address, also called the MAC address.
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a. Open a command window, type ipconfig /all, and then press Enter.
b. Note your PC interface’s IP address and MAC (physical) address.

=¥ C:\Windows\system32\cmd.exe F=N(EcH ==
C:\>ipconfig ~all

Windows IP Configuration

Host Name . .
Primary Dns Suffix
Node Type .

IP Routing Enabled.
WINS Proxy Enabled.

PC-A

Hybrid
No
No =

R TETETET

Ethernet adapter Local Area Connection:

Connection—-specific S Suffix

Description . . . . . 50 an = . Voo RI-TRO»1884A.MT Network Connection
Physical Address. . . . . : 58-56-BE-76-8C

DHCP Enabled. . . : =

Autoconf iguration Fnab . = £

Link—-local IPv6 Address . - 5 88+ at2RaB:9f@:ff88x11(Preferred>
IPv4 Address. . . . . . . 192 168 1 11{(breferred)

Subnet Mask . . 25 =266+25570

Default Gateway .. : ) ) ) 192.168.1.1
DHCPv6 IAID . . . . . 234884137

c. Ask ateam member for their PC’s IP address and provide your PC’s IP address to them. Do not provide
them with your MAC address at this time.

Step 2: Start Wireshark and begin capturing data.

a. Onyour PC, click the Windows Start button to see Wireshark listed as one of the programs on the pop-up
menu. Double-click Wireshark.

b. After Wireshark starts, click Interface List.

I The Wireshaek 183 (SN Rew 45756 from ftrurk-1.5]
Fle fdnt Yiew ce Seatistics Telephony Jools |iternals  Help
= = = P
@ @ \ ] @ B
Filter: * | Expression...

The World's Most Popular Network Protocol Analyzer
Version 1.8.3 (SVN Rev 45256 from /trunk-1.8)

r. Website
.

v+ User's Guide
ey Tha 3 Gude oc; alon,

s bom, then Start \a Sample Captures
£ Sunc \Device\NPF_{DIECA325-FF46-4E82-BC18-5636F4546680) Al Maschuor aF chngla Caphank i Wy S (] Security
£ Intedfl) BZSTTLM Gigabit Network Connection: \Device\NPF_[E179E093-A347-4E Wt it Wikt . 44

a Capture Options

: How to Capture
B o s

—, Network Media

Feady to hoad o capture Mo Pachets Prefibe Default

Note: Clicking the first interface icon in the row of icons also opens the Interface List.
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c. Onthe Wireshark: Capture Interfaces window, click the check box next to the interface connected to your
LAN.

[ Wireshark: Capture Interfaces ol ==

Description P Packets Packets/s
' Intel(R) PRO/1000 MT Network Connection 19 0
o | 2] Intel(R)82577LM Gigabit Network Connection 192168111 47

k Help Stop [ Options ][ Close ]

Note: If multiple interfaces are listed and you are unsure which interface to check, click the Details
button, and then click the 802.3 (Ethernet) tab. Verify that the MAC address matches what you noted in
Step 1b. Close the Interface Details window after verifying the correct interface.

[ Wireshark: Interface Details E]@

I

[ Characteristics | Statistics |

=)

8023 (Ethernet] 202,11 (WLAN) | Task Offload]

Characteristics
Permanent station address 00:50:56:BE:76:8C
Current station address 00:50:56:BE:76:8C
Statistics

d. After you have checked the correct interface, click Start to start the data capture.

[ Wireshark: Capture Interfaces ol &=

Description P Packets Packets/s
& Intel(R) PRO/1000 MT Network Connection 19 0
i Intel(R) 82577LM Gigabit Network Connection 192.168.1.11 a7 0 @J

L Help Stop Options J[ Close ]
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Information will start scrolling down the top section in Wireshark. The data lines will appear in different
colors based on protocol.

lae o \Deice NBF_ 179053 A447AECE-B10F [y ronk12) ==y |
File Edn View Go Capture Analyze Sutistics Telephomy Tools |ternals Help
Gedge BEXx2L nesaT2 EEeaan @auB% B

Filter: T_| Brpression., Clesr Apply Seve
Mo Tne . Sowtek ... Destnation Protocol  Length Info
22 3497376000 10.20.164.21 173.194.79.125 TP 51 [rew seguant of ‘a reissaabled POU] '

23 3.567094000 173.194.79.125 10.20.164.21 TP 60 xmp client > 53588 [ACK] Sequl Ack=38 win=1002 Lens=0

27 10.27736800110.20.164.21 173.36.12.72 TP 55 53964 > 10846 [Ack] Seqe=l Ack=l win=63974 Len=1
28 10, 359632(“)! 1?3 36. 12 ?2 lU 20 15-\ 21 TcP QG 10!‘& > 53954 [ack] Seqnl ACL-Z iﬂl’hSl] Leﬂ-o SLE=1 SRE-Z
'SD lD 91‘]20600' 10.20. 16-! 21 .'l"l 68. S? 5] KBNS 92 Name query NB UNIDC3<20>

31 10, 99746700171, 68, 57. 53 10.20.164.21 NENS 98 Mame query response, Requested nase does mot exist
32 10. 997 58500010. 20.164. 21 173.37.115.191 NBNS 92 NMame query NB UNIDC3<20-

33 11, 080466000173, 37,115,191 10,20, 164,21 NENS 98 Name query response, Requested nase does not exist
34 11.09043000(10. 20.164.21 10.20.164. 31 NBNS 92 Mame query NB UNIDC3<20c

35 11.84043400010.20.164. 21 10.20.164. 31 NSNS 92 Mamg¢ query NB UNIDC3<20>

37 12. 59048100010. 20.164. 21 10.20.164.31 NBNS 92 Name query NB UNIDC3<20>

38 13. 34153600010, 20.164.21 171.68.57.53 NENS 92 Mame query NB UNIDC3<20>

39 13.411421000171. 68.57. 53 10.20.164.21 NENS 98 Name query response, Requested name does not exist
40 13,41151700010. 20.16£.21 173,37.115.191 NBNS. 92 Name quéery NB UNIDC3<20>

41 13.49295400(173. 37.115.191 10.20.164.21 NENS 98 Mame query response, Requested nase does not exist
42 13, 50250600010, 20.164.21 10.20.164. 31 NBNS 92 Name query NB UNIDC3<20>

43 14.25256700010. 20.164. 21 10.20.164.31 NENS. ‘Z Hill query NE UNID(B(ZO;

45 14.659467200010. 20.164. 21 192.168.87.9 SRVLOC l& Attr‘lhﬂl mt Vi Tralmlnn II'I - ues;

# Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface O

# Ethernet II, Src: Dell_24:2a:60 (5c:26:0a:24:2a:60), Dst: Cisco_7a:ec:B4 (30:f7:0d:7a:ec:B4)

» Interner protocol version 4, Src: 10.20.164.21 (10.20,164.21), Dst: 204.236.230.45 (204.236.230.45)
+ Transmission Control Protocol, Src Port: 54996 (54996), Dst Port: https (443), Seq: 0, Len: O

0000 30 f7 Od 7a ec B4 5c 26 0a 24 2a 60 OB 00 45 00
0010 00 34 4f 78 40 OO0 B0 06 4a 08 0a 14 ad 15 cc ec
0020 @6 2d d6 d4 01 bb dc b2 af 4e 00 00 OO0 00 80 O
00 20 00 Ba 09 00 00 02 04 04 ec 01 03 03 02 01 0L

30
0040 04 02
@ ?d Intel{Fl) BZ5TTLM Gigabst Network Connection: \Device\MPF_[SIT9E093-A4T-4ECE-B10F. | Packets: 45 Displayed: 45 Marked: 0 Profile Default

e. This information can scroll by very quickly depending on what communication is taking place between
your PC and the LAN. We can apply a filter to make it easier to view and work with the data that is being
captured by Wireshark. For this lab, we are only interested in displaying ICMP (ping) PDUs. Type icmp in
the Filter box at the top of Wireshark and press Enter or click on the Apply button to view only ICMP
(ping) PDUs.

I Capturing from Intel(R) 82577LM Gigabit N c Connection: \Device\NPF_{6179E093-A447-4EC8-E1DF-5E22D08A6F63]  [Wireshark1.8.3 (SVN Rev 45256 from /trunk-18)]
File Edit View Go Capture Analyze Statittics Telephony Tocls [nternals Help

S BEEXZE Aes2sdTFT2 Qaab @@mig &

B Expression... Ciul Save

Ne. Time Source Destination Protocel  Length  Info
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f.  This filter causes all data in the top window to disappear, but you are still capturing the traffic on the
interface. Bring up the command prompt window that you opened earlier and ping the IP address that you
received from your team member. Notice that you start seeing data appear in the top window of
Wireshark again.

[l Capturing from Intel(R) PRO/1000 MT Network Connection [Wireshark 161 (SVN Rev 38096 from /trunk-16)]

File Edit View Go Capture Analyze Statistics Telephoni Tools [Intsrnals Help

B ea e
Filter. icmp
Ne. Time

11 15.118840
14 15.119602
16 16.127853
17 16.128679
18 17.141897
19 17.145943
21 18.140246
22 18.140794

# Frame 11: 74 bytes on wire (592 bitg
¥ Ethernet II, Src: Vmware_be:76:8c ((
# Internet Protocol version 4, src: 1

B8
Source
192.168.1.11
192.168.1.12
192.168.1.11
192.168.1.12
192.168.1.11
192.168.1.12
192.168.1.11
192.168.1.12

# Internet Control Message Protocol

0000 00 50 56 be
0010 00 3c 01 ac

0030 67 68 69 6a
0040 77 61 62 63

f6 db 00 50
00 00 80 01
0020 01 Oc 08 00 4d 46 00 01
6b 6c 6d Ge
64 65 66 67

Y

Destination
192.
192.
192.
192.
192,
192,
192.
192.

e W |

168.
168.
168.
168.
168.
168.
168.
168.

>T2EE QD @08 % ®

~ | Expression.. Clear Apg

bbb e ek e ek e

Protocol Length Info

ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP

74 echo (ping)
74 echo (ping)
74 echo (ping)
74 echo (ping)
74 echo (ping)
74 echo (ping)
74 echo (ping)
74 echo (ping)

cal firea Connection= 11:

request
reply
request
reply
request
reply
request
reply

id=0x0001, seq=21,/5376, ttl=1:
1d=0x0001, seq=21/5376, ttl=1:
1d=0x0001, seq=22/5632, ttl=1i
1d=0x0001, seq=22/5632, ttl=l:
1d=0x0001, seq=23/5888, ttrl=li
1d=0x0001, seqm=23/5888, trl=1:
1d=0x0001, seq=24/6144, ttl=1i
id=0x0001, seq=24,/6144, ttl=1:

: Hedia disconnected

neling P iterface

Note: If your team member’'s PC does not reply to your pings, this may be because their PC firewall is
blocking these requests. Please see Appendix A: Allowing ICMP Traffic Through a Firewall for information
on how to allow ICMP traffic through the firewall using Windows 7.

g. Stop capturing data by clicking the Stop Capture icon.

.

w Capturing from Intel(R) PRO/1000 MT Network Connection

File Edit View Go Capture

B o e(@)w

Filter:

No.

Time

icmp

B X &8

Source

Analyze Statistics

22 16.9/5302 192.1068.1.11
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Step 3: Examine the captured data.

In Step 3, examine the data that was generated by the ping requests of your team member’s PC. Wireshark
data is displayed in three sections: 1) The top section displays the list of PDU frames captured with a
summary of the IP packet information listed, 2) the middle section lists PDU information for the frame selected
in the top part of the screen and separates a captured PDU frame by its protocol layers, and 3) the bottom
section displays the raw data of each layer. The raw data is displayed in both hexadecimal and decimal form.

" [ Capturing from Intel(R) PRO/1000 MT Network Connection [Wireshark 161 (SVN Rev 38096 from /trunk-16)] =

File Edit View Go Capture Analyze Statistics Telephony Tools [ ls  Help

BDHNON EEAXRE AT 2 QaQln E#Bm% B
Filter: icmp El&prﬁsion... Clear Apply

Mo. Time Source Destination Protocol Length Info

11 15.118840 P b Pz I request seq=21/5376,

14 15.119602 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply 1d=0x0001, seq=21,/5376, ttl=l:
16 16.127853 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request 1id=0x0001, seq=22/5632, ttl=l:
17 16.128679 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply id=0x0001, seq=22/5632, ttl=l:
18 17.141897 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request id=0x0001, seq=23/5888, ttl=1:
19 17.145943 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply id=0x0001, seq=23/5888, ttl=1:
21 18,140246 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request id=0x0001, seq=24/6144, ttl=1:
22 18,140794 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply id=0x0001, seq=24/6144, trl=1:

Top Section

Frame 11: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet II, sSrc: IntelCor_34:92:1c (58:94:6b:34:92:1c), Dst: Intel_0f:91:48 (00:11:11:0f:91:48)
Internet Protocol version 4, Src: 192.168.1.11 (192.168.1.11), Dst: 192.168.1.12 (192.168.1.12)
Internet Control Message Protocol
Middle Section

0000 00 50 56 be f6 db 00 50 56 be 76 8c 08 00 45 00 .PV P V.V...E .
0010 00 3c 01 ac 00 00 80 01 bS5 ad cO a8 01 Ob cO a8 B = 1 Bottom Saciton

0020 01 Oc 08 00 4d 46 00 01 00 15 61 62 63 64 65 66 ....MF.. ..abcdef OEEtl) e g
0030 67 68 69 6a 6b 6¢c 6d 6e 6f 70 71 72 73 74 75 76  ghijkImn opgrstuv

77 €1 62 63 64 65 €66 67

68 69

wabcdefg hi

@ | Intel(R) PRO/1000 MT Network Connection: ... | Packets: 199 Displayed: 8 Marked: 0

Profile: Default

a. Click the first ICMP request PDU frames in the top section of Wireshark. Notice that the Source column
has your PC’s IP address, and the Destination contains the IP address of the teammate’s PC you pinged.

[l intel(R) PRO/1000 MT Network Connection [Wireshark 1,61 (SVN Rev 38096 fiom /trunk-1.6)]

[E=S ECR =)

File Edit View Go Capture Analyze Statistics Telephony Tools [r Help S
ource
DN EEXRE A¢sdT A QeaaAn #®MW% B —
Filter: icmp E’Expression... Clear Apply
No. Time Source Destination Protocol Length Info
52.801784 192.168.1.11 192.168.1.12 ICMP 74 echo (ping) request 1id=0x0001, seq=25/6400, ttl=1:
8 2.802679 192.168.1.12 192.168.1.11 ICMP 74 echo (ping) reply 1d=0x0001, seq=25/6400, ttl=1:
10 3.816895 192.168.1.11 192.168.1.12 ICMP 74 echo (ping) request 1id=0x0001, seq=26/6656, ttl=1:
11 3.817540 192,168 2 192.168.1.11 ICMP 74 echo (ping) re s5eq=26,/6656, ttl=1:
13 4.831343 192.168.1.11 192.168.1.12 ICMP 74 Echo : seq=27/6912, ttl
14 4.832006 192.16E.1.] 192.7168. 1. 11 d=0x0001, seq=27,/6912, ttl=1;:
15 5.844858 192.168.1.11 192.168.1.12 ICMP 74 echo (ping) request 1id=0x0001, seq=28/7168, ttl=1:
16 5.845488 192.168.1.12 192.168.1.11 ICMP 74 echo (ping) reply 1d=0x0001, seq=28/7168, ttl=1:
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b. With this PDU frame still selected in the top section, navigate to the middle section. Click the plus sign to
the left of the Ethernet Il row to view the Destination and Source MAC addresses.

| Intel(R) PRO/1000 MT Network Connection [Wireshark 1.6.1 (SVN Rev 38096 from /trunk-1.6)] $ = |-G )

File Edit View Go Capture Analyze Statistics Telephony Tools [ntenals Help

BEAAN EEXREL AECPDT 2 QAP #®0m % B

Filter: icmp EExprmiun... Clear Apply

Neo. Time Source Destination Protocol Length Info
5 2.801784 192.168.1.11 192.168.1.12 Icmp 74 echo (ping) request id=0x0001, seq=25/6400, ttl=1:
8 2.802679 192.168.1.12 192.168.1.11 ICMP 74 echo (ping) reply 1d=0x0001, seq=25/6400, ttl=1:
10 3.816895 192.168.1.11 192.168.1.12 ICMP 74 echo (ping) request id=0x0001, seq=26/6656, ttl=1:
11 3.817540 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply id=0x0001, seq=26/6656, ttl=1i
13 4.831343 192.168.1.11 192.168.1.12 ICMP 74 echo (ping) request id=0x0001, seq=27,/6912, ttl=1:
14 4.832006 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply 1d=0x0001, seq=27/6912, ttl=1:
15 5.844858 192.168.1.11 192.168.1.12 ICMP 74 Echo (ping) request id=0x0001, seq=28,/7168, ttl=1:
16 5.845488 192.168.1.12 192.168.1.11 ICMP 74 Echo (ping) reply id=0x0001, seq=28/7168, ttl=1:

(-)Ethernet II, Src: IntelCor_34:92. B+O4s8h:34:92:1¢c), Dst: Intel_0f:91:48 (00:11:11:0f:91:48)
# Destination: Intel_0f:91:48 (00:11:11:0f:91:48
@ Source: IntelCor_34:92:1 8:94:6b:34:92:1¢)
Type: IP (0x0800)
# Internet Protocol Version 4, Src: 192,168.1.11 (192.168.1.11), Dst: 192.168.1.12 (192.168.1.12)
# Internet Control Message Protocol

Does the Source MAC address match your PC’s interface?
Does the Destination MAC address in Wireshark match the MAC address that of your team member’s?
How is the MAC address of the pinged PC obtained by your PC?

Note: In the preceding example of a captured ICMP request, ICMP data is encapsulated inside an IPv4
packet PDU (IPv4 header) which is then encapsulated in an Ethernet Il frame PDU (Ethernet Il header)
for transmission on the LAN.

Part 3. Capture and Analyze Remote ICMP Data in Wireshark

In Part 3, you will ping remote hosts (hosts not on the LAN) and examine the generated data from those
pings. You will then determine what is different about this data from the data examined in Part 2.

Step 1: Start capturing data on interface.

a. Click the Interface List icon to bring up the list PC interfaces again.

[l Intel(R) PRO/1000 MT Network Connection [Wireshark 1.
File Edit View Go Capture Analyze Statistics Te

@uoee BEXZE A<

Filter icmp

No. Time Source Desti
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Lab - Using Wireshark to View Network Traffic

b. Make sure the check box next to the LAN interface is checked, and then click Start.

[ Wireshark: Capture Interfaces [o] &=
Description P Packets Packets/s
) Intel(R) PRO/1000 MT Network Connection 19 0 | Details
]  Intel(R) 82577LM Gigabit Network Connection 192168111 47 0 [E

Stop ( Options |[ Close J

¢c. A window prompts to save the previously captured data before starting another capture. It is not
necessary to save this data. Click Continue without Saving.

il Wireshark Lo/
c Save capture file before starting a new capture?

If you start a new capture without saving, your current capture
data will
be discarded.

[ Save Continue without Saving E Cancel ]
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Lab - Using Wireshark to View Network Traffic

d. With the capture active, ping the following three website URLSs:
1) www.yahoo.com
2) www.cisco.com

3) www.google.com

& C:\Windows\system32\cmd.exe = FcE

C:\>ping www.yahoo.con

I’lru:lrlJ www.yahoo.com [72.38.38. 14(5] u:lth 3) bytes of data:
2.38. 14 es=32 t TT

4 i m
Hinimum = Bms, Maximum = 1ms,.
IC:\>ping www.cisco.conm
Pinging www.ci
n 198.

198.
n 198 .13

4 Hc
I trip tim
Hln]nun = Bms, Maximnum = Bms, Average = Bms

C:\>ping www.google.com

Pinging www.google.com [74.125.129.
Reply from 74.125.129.99: s=3
Reply from 74.125.129.99:

Reply from 74.125.129.99: ]}

Reply from 74.125.129.99: h)tc" 32

» 74.125.129.99:
4, R d

Note: When you ping the URLSs listed, notice that the Domain Name Server (DNS) translates the URL to
an IP address. Note the IP address received for each URL.

e. You can stop capturing data by clicking the Stop Capture icon.

-

@ Capturing from Intel(R) PRO/1000 MT Network Connection
File Edit View Go Capture Analyze Statistics Telep

@@y BEEXZL A

Filter: icmp
No. Time Source Destinat
22 16.9/53062 192.1068.1.11 192.1:

Step 2: Examining and analyzing the data from the remote hosts.

a. Review the captured data in Wireshark, examine the IP and MAC addresses of the three locations that
you pinged. List the destination IP and MAC addresses for all three locations in the space provided.

1% Location:  IP: MAC:
2" | ocation:  IP: MAC:
3 Location:  IP: MAC:
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Lab - Using Wireshark to View Network Traffic

b. What is significant about this information?

¢. How does this information differ from the local ping information you received in Part 2?

Reflection

Why does Wireshark show the actual MAC address of the local hosts, but not the actual MAC address for the

remote hosts?

Appendix A: Allowing ICMP Traffic Through a Firewall

If the members of your team are unable to ping your PC, the firewall may be blocking those requests. This
appendix describes how to create a rule in the firewall to allow ping requests. It also describes how to disable

the new ICMP rule after you have completed the lab.

Step 1: Create a new inbound rule allowing ICMP traffic through the firewall.

a. From the Control Panel, click the System and Security option.

=de =S
@'@J;ﬁ » Control Panel » -4 ] P
File Edit View Tools Help
Adjust your computer’s settings View by: Category ~
* System and Security User Accounts
/ Rev SuLLCOmE wTtatus kel
) ~9 Back up your computer "J @ iange account type
Find and fi problems Appearance and Personalization
Change the theme
. Network and Internet %’ sl afiokooiy
& ( e desktop background
N View network status and tasks >
ot x Adjust screen resolution
- Choose homegroup and sharing options
; - . - Clock, Language, and Region
i Hal’(i\.’\.’al’e and Sclund U Fhanns badaseds ne athor inmd mmethads
b. From the System and Security window, click Windows Firewall.
o || =]
@lef‘g » Control Panel » System and Security » - | s |[ search Control Pane! e
Control Panel Home 2
w Action Center
e System and Security F‘.e-.ir:-.-. your computer’s status and resolve issues
¥y Change User Account Control settings £
Network and Internet Troubleshoot common computer problems 1
Hardware and Sound Restore your computer to an earlier time
Programs Windows Firewal
User Accounts and Family Check firewall status | Allow a program through Windows Firewall

Safety
Appearance and
Personalization

-._l- System

Clock, Language, and Region By Allow remote access | See the name of this computer = #§ Device Manager

Fase nf Access =~n Windows Upndate
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T View amount of RAM and processor speed Check the Windows Experience Index

Page 16 of 20



Lab - Using Wireshark to View Network Traffic

c. Inthe left pane of the Windows Firewall window, click Advanced settings.

sl

=

@Ov[ﬂ « System and Security » Windows Firewall

Control Panel Home

Allow a program or feature

through Windows Firewall
¥ Change notification settings

) Turn Windows Firewall on or
off

# Restore defaults

%y Advanced settings

Troubleshoot my network

See also

Action Center

Help protect your computer with Windows Firewall

- [ 3 | r Search Control Panel

el |

9;'

Windows Firewall can help prevent hackers or malicious software from gaining access to your

computer through the Internet or a network.

How does a firewall help protect my computer?

What are network locations?

Update your Firewall settings

Windows Firewall is not using the

recommended settings to protect your

computer.

What are the recommended settings?

. Q’ Home or work (private) networks

. W Public networks

[ use recommended settings |

Not Connected (v)

Connected (&)

m

d. Onthe Advanced Security window, choose the Inbound Rules option on the left sidebar and then click
New Rule... on the right sidebar.

File Action View Help

e 2@ = B0

&t Inbound Rules [
IR OOTroTm RGeS

Name

» B Monitoring

Owinfadiusm
@ winradius.exe
(@ winradius.exe
@ winradius.exe

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.

N

Group

%, Connection Security Rules || @12v2(TM) 2 Platform Standard Edition bin...
& Java(TM) 2 Platform Standard Edition bin...
@ 1ava(T™) Platform SE binary
(@ 12va(T™) Platform SE binary

.Bran(hCa(he Content Retrieval (HTTP-In)  BranchCache - Content Retr...
.Bran:hCache Hosted Cache Server (HTT... BranchCache - Hosted Cach...

B a2 rha Daar Nicrauan: AUEM T Reanchfsrha . Daar Micrmra

Profile
Private
Private
Private
Private
Private
Private
Private
Private
Al

All

An

Enabled
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Ne
Ne

(Y5

Action
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Allow
Al

?_\;\f:dm Firewall with Advanc( LT

|

44«

BE®

Filter by Profile
Filter by State
Filter by Group

View
Refresh
Export List...
Help

4

- v - -
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Lab - Using Wireshark to View Network Traffic

e. This launches the New Inbound Rule wizard. On the Rule Type screen, click the Custom radio button
and click Next

¥ New Inbound Rule Wizard ==

Rule Type
Select the type of firewall rule to create.

Steps:

@ Rue Type ‘What type of rule woulc you ke to create?

& Program

@ Protocol and Ports Program

@ Scops Rule that controls connections for a program.

@ Actic Port

@ Profle FRuie that controls connections for a TCF or UDF port
@ Name Predefined

BranchCache - Content Retrieval (Uses HT

Rule that controls connections for a Windows experience.

@ Custom
Custom rule.

f. Inthe left pane, click the Protocol and Ports option and using the Protocol type drop-down menu, select
ICMPv4, and then click Next.

& New Inbound Rule Wizard |
Protocol and Ports

Specify the protocols and ports to which this rule applies.

To which ports and protocols does this nule apply?

Protocal type: |Aay. -
Protocol number:

Local port:

Leam more about protocol and ports

<Back |[ Net> ][ Cancel

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public. Page 18 of 20



Lab - Using Wireshark to View Network Traffic

g. Inthe left pane, click the Name option and in the Name field, type Allow ICMP Requests. Click Finish.

& New Inbound Rule Wizard
Name
Specify the name and description of this rule.

Steps:

@ FRule Type

@ Program
Protocol and Ports

Scope

=

&« & &

Action
Prafile

&

Description {optional):

- et
E R

This new rule should allow your team members to receive ping replies from your PC.

Step 2: Disabling or deleting the new ICMP rule.

After the lab is complete, you may want to disable or even delete the new rule you created in Step 1. Using
the Disable Rule option allows you to enable the rule again at a later date. Deleting the rule permanently

deletes it from the list of Inbound Rules.

a. Onthe Advanced Security window, in the left pane, click Inbound Rules and then locate the rule you

created in Step 1.

F Windows Firewall with Advanced Security
File Action View Help

«=% |20 = HE

& Vindouc Eiseuall yith Advanc
&l Inbound Rules |
% Outbound Rules

%% Connection Security Rules
» B Monitoring
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E=ne=-
Inbound Rules Actions
: Eotid ; [ *
‘/ Allow ICMP Requests &3 NewRule...
0 Trowehdl 2 Platform StandasdEdficon bin, Private £/l Fiter by Profile »
@Iavaﬂ M) 2 Platform Standard Edition bin... Private  Yes Allow g
@!ava(TM! Platform SE binary Private Yes Allow i e by st g
@Javc(TM) Platform SE binary Private  Yes Allow ¥ Filter by Group »
@ winradius.exe Private  Yes Allow View »
@m:ntadius.eue Private Yes Allow S Refrech
@w:ntadms.ue Private Yes Allow ) -
@wimadius.ue Private  Yes Allow &b Bport List...
. BranchCache Content Retrieval (HTTP-In) BranchCache - Content Retr...  All Mo Allow ﬂ Help
. BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... All No Allow
. BranchCache Peer Discovery (WSD-In) EBranchCache - Peer Discove... All Mo Allow Allow ICMP Requests ]
@ Connect to a Network Projector (TCP-In)  Connect to a Network Proje..  Domain Mo Allow + Diable Rule
.Conncﬂ to a Network Projector (TCP-In)  Connectto a Network Proje...  Private.. Mo Allow ‘( Cut
.Connm to a Network Projector (WSD Ev.. Connectto a Network Proje..  Private.. No Allow C
@ Connect to a Network Projector (WSD Ev.. Connectto a Network Proje.. Domain  No Allow = -opY
@ Connect to a Network Projector (WSD Ev... Connectto a Network Proje... Domain  No Allow K Delete
M Connect tn a Netwark Praiector (WSD Fv...  Connect tn a Nebwork Proie...  Private..  Nn Al 1 Prnartisc
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Lab - Using Wireshark to View Network Traffic

b. To disable the rule, click the Disable Rule option. When you choose this option, you will see this option
change to Enable Rule. You can toggle back and forth between Disable Rule and Enable Rule; the
status of the rule also shows in the Enabled column of the Inbound Rules list.

W Windows Firewall with Advanced Security

File Action View Help

=20 = HE

&3 Inbound Rules

Y Outbound Rules

%% Connection Security Rules
B-. Monitoring

Name
L Allow ICMP Requests

@ Java(TM) 2 Platform Standard Edition bin..

Group

@ Java(TM) 2 Platform Standard Editicn bin...

(@ Java(TM) Platform SE binary

(€ 1ava(TM) Platform SE binary

@ winradius.exe

Owinudius,ae

0winrad|us.exe

Qwinudius‘ue

@ BranchCache Content Retrieval (HTTP-In)

@ BranchCache Hosted Cache Server (HTT...

.Etan: hCache Peer Discovery (WSD-In)
@ Connect to a Netwerk Projecter (TCP-In)
@ Connect to a Netwerk Projector (TCP-In)

.Cnnncﬂ to a Netwerk Projector (WSD Ev...
.Cunnm to a Netwerk Projector (WSD Ev...
.Cunn:ct to a Netwerk Projector (WSD Ev...

EranchCache - Content Retr...
EranchCache - Hosted Cach...
EranchCache - Peer Discove...
Connect to a Netwerk Proje...
Connect to a Network Proje...
Connect to a Network Proje...
Connect to a Network Proje...
Connect to a Network Proje...

Profile

Private
Private
Private
Private
Private
Private
Private
Private
Al

All

All
Domain
Private...
Private...
Domain
Domain

No

No
Ne
No
Neo
No

Action

Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

| Vindows Frewaltwith A [ N .-

+ || Inbound Rules

m

@ NewRle..

T Filter by Prefile

W Filter by State

W Filter by Group
View

G Refresh

5 Bwport List...

Help

< + DiskbltR-uF! >
& cut

iy Copy

K Delete

c. To permanently delete the ICMP rule, click Delete. If you choose this option, you must re-create the rule
again to allow ICMP replies.

I Cach...
isCove...
Proje...
Proje...
Proje...
Proje...
Proje...

Praie...

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.

~n mu vy “ l"'“:lp

All No Allow

Al No Allow QlowICME Reguests
Domain No Allow & Disable Rule
Private.. No Allow & Cut

Private... No Allow 2 Co

Domain No Allow J . 24

Domain No Allow <~ x Delete

Private... Nn Allow [ Pranertiec
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