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IT Essentials 5.0

10.2.1.8 Lab - Securing Accounts, Data, and the Computer in Windows
Vista

Print and complete this lab.

In this lab, you will explore how to secure accounts, data, and the computer in Windows Vista.

Recommended Equipment
The following equipment is required for this exercise:
¢ A computer system running Windows Vista is required for this exercise

Step 1
Boot the computer and enter the key(s) required to enter the “BIOS Setup Utility” window.
Note: Since there are several arrangements and features in different BIOSs, you may need to search for

the features talked about in the lab. Also, if your BIOS does not support the feature talked about in the
lab, move to the next feature.

BIOS SETUP UTILITY

Change Supervisor Password

Click the Security tab.

To set the User password:

Select Change User Password then press Enter.
Type the password us3rIT then press Enter.

To confirm the new password type us3rIT then press Enter > OK.

To set the Supervisor password:
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Select Change Supervisor Password then press Enter.
Type the password sup3IT then press Enter.

To confirm the new password type sup3IT then press Enter > OK.

To set the User access level:
Select User Access Level then press Enter.
Select No Access then press Enter.

Select Exit > Exit Saving Changes > OK.

Step 2
When the computer restarts enter the key(s) required to enter the “BIOS Setup Utility” window.

Enter CURRENT Password:_

Enter the User password us3rIT.

Did you gain access to the BIOS?

Restarts the computer if needed, enter the key(s) required to enter the “BIOS Setup Utility” window.

Enter the Supervisor password sup3IT.

Did you gain access to the BIOS?
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BIOS SETUP UTILITY

Clear User Passuord

Click the Security tab.
To clear the User password:

Select Clear User Password then press Enter > OK.

BIOS SETUP UTILITY

Change Supervisor Passuword

To remove the Supervisor password:

Select Change Supervisor Password then press Enter > type sup3IT > Enter.
For the new password press Enter.

What message appeared?

Press Enter for OK.
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BIOS SETUP UTILITY

Change Supervisor Passuword

All passwords should now be removed.

Select Exit > Exit Saving Changes > OK.

Step 3

Log on to the computer with the Administrator account.
Click Start > Computer > Local Disk (C:). Create a New folder > name the folder No Access.
Click Start > Control Panel > Administrative Tools > Computer Management.

The “Computer Management” Window opens.

@ Computer Management" I —— ﬁ ™~ . @@E

File Action View Help

5|26 = HE

|| & Computer Management (L¢ 4 || Name Full Name Description Actions

i “ m Systemil ool & Administrator Built-in account for administering... Users X
& () Task Scheduler

l E Event Vi EBraxton
" NS o & Guest Built-in account for guest access t...

1> @i Shared Folders

4 $¥ Local Users and Grot
7] Users
= Grou;b

Expand the arrow next to Local Users and Groups > select Users.
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Guest Properties

General

Member Of | Profile

| &‘{ Guest

Full name:

Description:

Account is disabled

Builtin account for guest access to the

computer/domain

Password never expires

[ ] Account is locked out

[ | User must change password at next logon

User cannot change password

[ Ok NS [ Cancel [ Aoy || Heb |

Right-click Guest > Properties > place a check mark next to Account is disabled > OK.

I aa| Shared Folders
4 ¥ Local Users and Grou
71 Users
-] Groups =
< | . »

;E Computer Managem:nt - R e o~ @m
File Action View Help
i s oo NERN 7|
& Computer Management (Le ~ || Name Full Name Description Actions
4 [} System Tools & Administrator Built-in account for administering... Users i
[ @ Task Scheduler =
| @ G = ?,'f Braxton
b e #. Guest Built-in account for guest access t...

Step 4

What do you notice about the Guest account icon?

Right-click in an open area in the middle panel of the “Computer Management” window.
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& Computer Management - - - = @M
File Action View Help
e 2@ c=EE
& Fomputer Management (Local|| Name Full Name Description Actions
2 m Sytemionls & Administrator Built-in account for administering... Users ot
. (® Task Scheduler A
Z #Braxton
2] Event Viewer 1
e P, Guest Built-in account for guest access t...
22| Shared Folders
4 & Local Users and Groups New User
| Users
=] Groups Refresh
- @ Reliability and Performz Expart List...
s Device Manager
4 &5 Storage View »
= Disk Management
I _:x Services and Applications Arangelcons '
Line up Icons
 —— i

Creates a new Local User account.

V=

Select New User.

The “New User” window opens.

( New User M\

User name: ITE Cisco
Full name: ITE Cisco
Description: ITE Student
Password: sescccee
Confirm password: sesscscee
User must change password at next logon

[¥]iUser cannot change password:

[] Password never expires
[7] Account is disabled

Help [ Create !k][ Close

Enter the following account information:

User name: ITE Cisco

Full name: ITE Cisco

Description: ITE Student

Password and Conform password: Tc!15Kwz

Remove the check mark next to User must change password at the next logon.

Place a check mark next to User cannot change password.
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Click Create > Close.

Step 5

The “Computer Management” Window opens.

|| File Action View Help

& ComputerMamgement i mm—— el
—'

e | 2@ ez
(& Computer Management (Locall| Name Description
4 |f} System Tools &a 5 Adimin i—— —

[ @ Task Scheduler

i 2] Event Viewer

1> @) Shared Folders

| 4 $¥ Local Users and Groups

#& Backup Operators

& Cryptographic Operat...
& Distributed COM Users

] Users 2% Event Log Readers
| Groups & Guests
> @ Reliability and Performa| & 1S TUSRS
&% Device Manager * Network Configuratio...
4 g Storage :E Performance Log Users
=% Disk Management &% Performance Monitor ...

b :=g Services and Applications 2% Power Users

&% Remote Desktop Users
2% Replicator

& Users

<« i ] »

Backup Operators can override se...
Members are authorized to perfor...
Members are allowed to launch, a...
Members of this group can read e...
Guests have the same access as m...
Built-in group used by Internet Inf...
Members in this group can havess...
Members of this group may sche...

Members of this group can acces...

Power Users are included for back...
Members in this group are grante...
Supports file replication in a dom...

Users are prevented from making ...

New Group...

Refresh
Export List...

View »

Arrange Icons >

Line up Icons

Creates a new local group.

Actions

Groups

Help

Expand the arrow next to Local Users and Groups > select Groups.

Right-click in an open area in the middle panel and select New Group.

The “New Group” window opens.

New Group m
Group name: Temp Account
Description: Temporary Account
Members:

pra
11
3
o
<
(1

elp [Create][ Close
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Enter the following information:
Group name: Temp Account
Description: Temporary Users
Click Add.

The “Select Users” window opens.

Select Users . '

Select this object type:

Users or Builtin security prindpals

From this location:

Enter the object names to select (examples):

BRAXTON-PC Locati

[ITE Cisco Check

S
{I%
5

“

oty (o)

In the Enter the object names to select field type ITE Cisco > OK.

The “New Group” window opens.

New Group LD [

Group name: Temp Account
Description: Temporary Account
Members:

&TE Cisco

Remove

¢

oy (o)
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Where has the ITE Cisco account been added to?

Click Create > Close.

Double-click the Users group.

Users Properties

. General

%f‘ Users

Description: Users are prevented from making accidental or
intentional system-wide changes and can run most

Members:

&TE Cisco
82 NT AUTHORITY\Authenticated Users (S-1-5-11)
82 NT AUTHORITY\INTERACTIVE (S-1-5-4)

Changes to a user's group membership

|  Remove are not effective until the next time the

user logs on.

T TN [

" >

Notice ITE Cisco was added by default to this group.
Click Cancel to close the window.

Close all open windows.

Step 6
Navigat to and right-click the No Access folder > Properties > Security tab > Edit > Add.

The "Select Users or Groups” window opens.
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Select Users or Groups

Select this object type:
Users, Groups, or Builtin security principals

From this location:
BRAXTON-PC

Enter the object names to select (examples):
Temp Account; Users

“

Type Temp Account; Users > OK.

The “Permissions for No Access” window opens.

- Sl
. Permissions for No Access u

Security

Object name:  C:\No Access

Group or user names:

82 Authenticated Users

52 SYSTEM

[l S,L Administrators (Braxton-PC\Administrators)

| 4 Temp Account (BRAXTON-PC\Temp Account)

&f, Users (Braxton-PC\Users)

( Add... 1[ Remove ]

Pemissions for Temp Account Allow Deny
[~ Full control T | =
Modify ] B 5
" Read & execute = )5 ‘
List folder contents [ L
Read ]
Wit = T
Leam about access control and pemissions
' o] Lo ] o]

\_ —

What Permissions for Temp Account Group and Users Group are activated by default?

Select the Temp Account group.
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7 z ™
|, Permissions for No Access ﬂ

Security

Object name:  C:\No Access

GI'OUD or user names:

82 Authenticated Users

82 SYSTEM

b 82, Administrators (Braxton-PC\Administrators)

| SE)Temp Account (BRAXTON-PC\Temp Account)
$2, Users (Braxton-PC\Users)

[ Add... ][ Remove ]

Permissions for Temp Account Allow Deny

Full control

Modify

Read & execute
List folder contents
Read

OoEEO

Leam about access control and pemissions

[ OKg}J[Canof][ Aopty |

"

Select Deny for Full control.

What happens?

Click OK.

The “Windows Security” window opens.

el

Windows Security

. You are setting a deny permissions entry. Deny entries take precedence
Lk over allow entries. This means that if a user is a member of two groups,
one that is allowed a permission and another that is denied the same
permission, the user is denied that permission.
Do you want to continue?

What would happen if a member of the Temp Account group belonged to another group that was allowed
access to the No Access folder?
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Click Yes.
Click OK to close the “No Access Properties” window.

Close all open windows.

Step 7
Logoff the computer and logon as ITE Cisco

Click Start > Computer > Local Disk (C:) > double-click No Access folder.

Can you access the folder with the ITE Cisco account?

Close any open windows.

Step 8
Right-click on the Desktop > Personalize > Screen saver.

> ontrol Panel » Personalization v [

Personalize appearance and sounds
Change desktop icons
Window Color and Appearance

Adjust font size (DP]
justionsee(bhD Fine tune the color and style of your windows.

Connect to a projector or other
external display ‘ Desktop Background

Choose from available backgrounds or colors or use one of your own pictures to
decorate the desktop.

Screen Saver

Change y: creen saver or adjust when it displays. A screen saver is a picture or
See also animation that covers your screen and appears when your computer is idle for a set

Taskbar and Start Menu period of time.

Ease of Access Sounds
Change which sounds are heard when you do everything from getting e-mail te

(R ove: Mohilty Centes emptying your Recycle Bin.

The “Screen Saver Settings” window opens.
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Screen Saver

Screen saver

Bubbles v][ Settings... ][ Preview

Wait: 1 : minutes [¥] On resume, display logon screen

Power management

Conserve energy or maximize performance by adjusting display M
brightness and other power settings.

Change power settings...

o) (emm ) (o ]

Select a Screen saver from the drop-down list and place a check mark in the box for On resume, display
logon screen.

Make sure Wait is set to 1 minute.
Click OK.
Wait one minute.

What happens?

Step 9

Navigate back to the “Screen Saver Settings” window.

Set the Screen saver to (None) and remove the check mark from On resume, display logon screen > OK.
Logoff the computer.

Logon to the computer as an Administrator.

Click Start > Computer > Local Disk (C:). Right-click No Access folder > Delete > Yes.

Click Start > Control Panel > Administrative Tools > Computer Management > expand the arrow next to
Local Users and Groups.
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Select Users > right-click ITE Cisco > Delete > Yes.
Right-click Guest account > Properties > remove check mark from Account is disabled > OK.

Select Groups > right-click Temp Account > Delete > Yes.
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